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    Getting Started

ExOss is a unified S3-compatible object storage library with multi-CDN support.
Overview
ExOss supports:
	Storage: Any S3-compatible service — AWS S3, Qiniu S3, MinIO, DigitalOcean Spaces, Cloudflare R2, etc.
	CDN: CloudFront, Qiniu CDN, and any custom CDN via ExOss.CDN.Behaviour
	File transfer: Upload from local file, content, remote URL, or cloud-to-cloud copy
	Presigned URLs: Temporary upload/download URLs without exposing credentials

Installation
Add ex_oss to your mix.exs:
def deps do
  [
    {:ex_aws_s3, "~> 2.0"}
    {:ex_oss, "~> 0.1.0"}
  ]
end
ex_aws_s3 is the underlying S3 client. ExOss wraps it with configuration
convenience, multi-provider support, and CDN integration.

Quick Start
1. Define a Storage Module
defmodule MyApp.Storage do
  use ExOss, otp_app: :my_app
end
2. Configure
# config/config.exs
config :my_app, MyApp.Storage,
  provider: :aws,
  access_key_id: "AKIAIOSFODNN7EXAMPLE",
  secret_access_key: "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
  region: "us-east-1"
3. Use
# Generate a presigned download URL (valid for 1 hour)
MyApp.Storage.authorize_download_url("bucket", "photos/cat.jpg", 3600)

# Generate upload credentials for direct-to-S3 upload
credential = MyApp.Storage.upload_credential("bucket", "photos/cat.jpg", 3600)
Req.put!(credential.presigned_url, body: file_content)

# Generate a public (unsigned) URL
MyApp.Storage.public_url("bucket", "photos/cat.jpg")

# Retrieve file metadata
{:ok, %{file_size: 1024, mime_type: "image/jpeg"}} = MyApp.Storage.metadata("bucket", "photos/cat.jpg")
Providers
ExOss supports three provider modes:
	Provider	Endpoint	Description
	:aws	Auto: s3.{region}.amazonaws.com	Standard AWS S3
	:qiniu	Auto: s3.{region}.qiniucs.com	Qiniu S3-compatible API
	:custom	Manual: set endpoint	MinIO, DigitalOcean Spaces, Cloudflare R2, etc.

For custom providers, you must set the endpoint and typically bucket_addressing: :path:
config :my_app, MyApp.MinIO,
  provider: :custom,
  endpoint: "http://localhost:9000",
  bucket_addressing: :path,
  access_key_id: "minioadmin",
  secret_access_key: "minioadmin"
Multi-Client
You can define multiple storage modules for different backends:
defmodule MyApp.AWSStorage do
  use ExOss, otp_app: :my_app
end

defmodule MyApp.MinIOStorage do
  use ExOss, otp_app: :my_app
end

config :my_app, MyApp.AWSStorage,
  provider: :aws,
  access_key_id: "...",
  secret_access_key: "...",
  region: "us-east-1"

config :my_app, MyApp.MinIOStorage,
  provider: :custom,
  endpoint: "http://localhost:9000",
  bucket_addressing: :path,
  access_key_id: "minioadmin",
  secret_access_key: "minioadmin"
Or build clients programmatically:
aws = ExOss.Client.new(provider: :aws, access_key_id: "...", ...)
minio = ExOss.Client.new(provider: :custom, endpoint: "...", ...)

ExOss.Runner.upload_credential(aws, "bucket", "key")
ExOss.Runner.public_url(minio, "bucket", "key")
Next Steps
	AWS S3 — detailed AWS S3 configuration
	S3-Compatible Services — MinIO, DigitalOcean, Cloudflare R2
	CloudFront CDN — signed CloudFront URLs
	Qiniu CDN — Qiniu CDN auth tokens
	File Transfer — upload, copy, delete operations



  

    AWS S3

Configuration for standard AWS S3.
Basic Configuration
config :my_app, MyApp.Storage,
  provider: :aws,
  access_key_id: "AKIAIOSFODNN7EXAMPLE",
  secret_access_key: "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
  region: "us-east-1"
Region
AWS S3 endpoints are auto-constructed as https://{bucket}.s3.{region}.amazonaws.com
using virtual-hosted style addressing.
Common regions:
	Region	Endpoint
	us-east-1	s3.us-east-1.amazonaws.com
	us-west-2	s3.us-west-2.amazonaws.com
	eu-west-1	s3.eu-west-1.amazonaws.com
	ap-northeast-1	s3.ap-northeast-1.amazonaws.com

Bucket Addressing
Default is :virtual (virtual-hosted style): https://{bucket}.s3.{region}.amazonaws.com
To use path style (rare for AWS), set bucket_addressing: :path:
config :my_app, MyApp.Storage,
  provider: :aws,
  bucket_addressing: :path,
  ...
With CloudFront CDN
config :my_app, MyApp.Storage,
  provider: :aws,
  access_key_id: "...",
  secret_access_key: "...",
  region: "us-east-1",
  cdn: [
    provider: :cloudfront,
    endpoint: "https://d123456789.cloudfront.net",
    aws_key_id: "K2XXXXXXXXXXXXX",
    aws_private_key: "-----BEGIN RSA PRIVATE KEY-----\n..."
  ]
See CloudFront CDN guide for details.


  

    S3-Compatible Services

ExOss supports any S3-compatible service using provider: :custom.
Supported services include:
	MinIO (self-hosted, local testing)
	DigitalOcean Spaces
	Cloudflare R2
	Backblaze B2
	Wasabi
	Qiniu S3 API (via provider: :qiniu for auto endpoint)

Configuration
For custom providers, you must set endpoint explicitly. Typically you also need
bucket_addressing: :path (most S3-compatible services don't support virtual-hosted style).
MinIO (Local Testing)
config :my_app, MyApp.MinIOStorage,
  provider: :custom,
  endpoint: "http://localhost:9000",
  bucket_addressing: :path,
  access_key_id: "minioadmin",
  secret_access_key: "minioadmin"
DigitalOcean Spaces
config :my_app, MyApp.DOSpaces,
  provider: :custom,
  endpoint: "https://nyc3.digitaloceanspaces.com",
  bucket_addressing: :virtual,
  access_key_id: "...",
  secret_access_key: "...",
  region: "nyc3"
Cloudflare R2
config :my_app, MyApp.R2Storage,
  provider: :custom,
  endpoint: "https://{account_id}.r2.cloudflarestorage.com",
  bucket_addressing: :virtual,
  access_key_id: "...",
  secret_access_key: "..."
Qiniu S3-Compatible API
For Qiniu's S3 API (not the native API), use provider: :qiniu for auto
endpoint construction:
config :my_app, MyApp.QiniuStorage,
  provider: :qiniu,
  access_key_id: "...",
  secret_access_key: "...",
  region: "cn-east-1"
Endpoint is auto-constructed as https://{bucket}.s3.{region}.qiniucs.com.
HTTPS and Custom Ports
For services using custom ports or HTTP (e.g., local MinIO):
config :my_app, MyApp.MinIO,
  provider: :custom,
  endpoint: "https://minio.example.com:8443",
  ...
The scheme and port are parsed from the endpoint URL.


  

    CloudFront CDN

AWS CloudFront CDN integration for signed download and upload URLs.
How It Works
When CDN is configured and cdn_download/cdn_upload are enabled (default:
true), ExOss routes download URL and upload credential requests through
the CloudFront adapter instead of generating S3 presigned URLs.
CloudFront signed URLs use RSA-SHA1 to sign a JSON policy document,
appending Expires, Signature, Key-Pair-Id, and Policy query
parameters to the URL.
Configuration
config :my_app, MyApp.Storage,
  provider: :aws,
  access_key_id: "...",
  secret_access_key: "...",
  region: "us-east-1",
  cdn: [
    provider: :cloudfront,
    endpoint: "https://d123456789.cloudfront.net",
    aws_key_id: "K2XXXXXXXXXXXXX",
    aws_private_key: "-----BEGIN RSA PRIVATE KEY-----\n..."
  ]
Fields
	Field	Description
	provider	Must be :cloudfront
	endpoint	CloudFront distribution domain
	aws_key_id	CloudFront key pair ID
	aws_private_key	RSA private key (PEM format)

The key pair must be created in the AWS Console under CloudFront's
"Public key" settings. The private key is in PEM format.

Usage
# Signed download URL
MyApp.Storage.authorize_download_url("bucket", "photos/cat.jpg", 3600)
# => "https://d123456789.cloudfront.net/photos/cat.jpg?Expires=...&Signature=...&Key-Pair-Id=...&Policy=..."

# Upload credential (CloudFront signed PUT URL)
credential = MyApp.Storage.upload_credential("bucket", "photos/cat.jpg", 3600)
credential.presigned_url
# => "https://d123456789.cloudfront.net/photos/cat.jpg?...&Signature=..."
credential.uptoken
# => nil  (uptoken is for Qiniu CDN only)
Content-Disposition
To set a download filename, use the :att_name option:
MyApp.Storage.authorize_download_url("bucket", "photos/cat.jpg", 3600, att_name: "cat.jpg")
This adds a response-content-disposition query parameter with an
attachment; filename=cat.jpg header.
Disabling CDN
To use S3 presigned URLs instead of CloudFront signed URLs:
config :my_app, MyApp.Storage,
  cdn_download: false,
  cdn_upload: false,
  ...
Or per-request by building the client programmatically:
client = ExOss.Client.new(base_client, cdn_download: false)
See Also
	ExOss.CDN.CloudFront — adapter implementation
	ExOss.CDN.Behaviour — CDN adapter behaviour



  

    Qiniu CDN

Qiniu CDN integration for signed download URLs and upload tokens.
How It Works
ExOss's Qiniu CDN adapter is entirely self-contained — it implements
Qiniu's HMAC-SHA1 signing protocol directly and does not depend on the
qiniu hex package.
	Download URLs: Signed with HMAC-SHA1 over the full URL (including a
deadline e parameter), producing a token query parameter.
	Upload tokens: A PutPolicy JSON
is Base64 url-safe encoded and signed, producing an uptoken string.

Configuration
config :my_app, MyApp.Storage,
  provider: :custom,
  endpoint: "https://s3.cn-east-1.qiniucs.com",
  access_key_id: "your-qiniu-access-key",
  secret_access_key: "your-qiniu-secret-key",
  region: "cn-east-1",
  cdn: [
    provider: :qiniu,
    endpoint: "https://cdn.example.com"
  ]
The access_key_id and secret_access_key are shared between storage
and CDN. Qiniu uses the same credentials for both S3-compatible storage
and CDN signing.

Fields
	Field	Description
	provider	Must be :qiniu
	endpoint	Qiniu CDN domain

Usage
# Signed download URL with token
MyApp.Storage.authorize_download_url("bucket", "photos/cat.jpg", 3600)
# => "https://cdn.example.com/photos/cat.jpg?e=1234567890&token=AK:SIG"

# Upload token
credential = MyApp.Storage.upload_credential("bucket", "photos/cat.jpg", 3600)
credential.uptoken
# => "AK:SIG:ENCODED_POLICY"
credential.presigned_url
# => nil  (presigned_url is for S3/CloudFront only)
credential.endpoint
# => "https://cdn.example.com"
Content-Disposition
Use :att_name to set the download filename:
MyApp.Storage.authorize_download_url("bucket", "photos/cat.jpg", 3600, att_name: "cat.jpg")
# => "https://cdn.example.com/photos/cat.jpg?e=...&token=...&attname=cat.jpg"
See Also
	ExOss.CDN.Qiniu — adapter implementation
	ExOss.CDN.Qiniu.Auth — HMAC-SHA1 signing helpers
	ExOss.CDN.Qiniu.PutPolicy — upload policy builder



  

    File Transfer

ExOss supports file transfer operations via ExOss.StorageTask structs
and the run/1 macro function (or ExOss.Runner.run/2).
StorageTask
An ExOss.StorageTask struct has source, target, and opts fields.
Location Types
	Type	Format	Description
	Cloud	{:cloud, bucket, key}	Object in cloud storage
	Remote URL	{:remote, url}	Download from a URL
	Local file	{:file, path}	Upload from filesystem
	Content	{:content, binary}	In-memory binary

Operations
Upload from Local File
MyApp.Storage.run(%ExOss.StorageTask{
  source: {:file, "/path/to/photo.jpg"},
  target: {:cloud, "bucket", "photos/photo.jpg"}
})
# => {:ok, "photos/photo.jpg"}
Upload from Content
MyApp.Storage.run(%ExOss.StorageTask{
  source: {:content, "Hello, World!"},
  target: {:cloud, "bucket", "hello.txt"}
})
# => {:ok, "hello.txt"}
Upload from Remote URL
MyApp.Storage.run(%ExOss.StorageTask{
  source: {:remote, "https://example.com/photo.jpg"},
  target: {:cloud, "bucket", "photos/photo.jpg"}
})
# => {:ok, "photos/photo.jpg"}
The remote content is downloaded via Req.get/2 and then uploaded to
S3. The response's Content-Type header is used for the upload.
Cloud-to-Cloud Copy
MyApp.Storage.run(%ExOss.StorageTask{
  source: {:cloud, "source-bucket", "file.jpg"},
  target: {:cloud, "target-bucket", "copies/file.jpg"}
})
# => {:ok, "copies/file.jpg"}
This uses S3's put_object_copy (server-side copy).
Delete Immediately
MyApp.Storage.run(%ExOss.StorageTask{
  source: {:cloud, "bucket", "file.jpg"},
  target: nil
})
# => {:ok, nil}
Delete After N Days (Delayed Delete)
MyApp.Storage.run(%ExOss.StorageTask{
  source: {:cloud, "bucket", "file.jpg"},
  target: nil,
  opts: [days: 30]
})
# => {:ok, nil}
This adds a delete_after_days tag to the object. A lifecycle rule must
be configured on the bucket to actually expire tagged objects.
Content-Type Detection
For {:file, path} and {:content, binary} sources, ExOss automatically
detects the content type using MIME.from_path/1. To override:
MyApp.Storage.run(%ExOss.StorageTask{
  source: {:content, binary_data},
  target: {:cloud, "bucket", "file.dat"},
  opts: [content_type: "application/x-custom"]
})
Error Handling
All operations return {:ok, result} or {:error, reason}:
case MyApp.Storage.run(task) do
  {:ok, res_key} -> IO.puts("Uploaded to #{res_key}")
  {:error, reason} -> IO.puts("Failed: #{reason}")
end
Using with Explicit Client
For multi-client scenarios:
client = ExOss.Client.new(provider: :aws, ...)
ExOss.Runner.run(client, %ExOss.StorageTask{...})


  

    
ExOss.Runner 
    



      
Executes storage operations with an explicit client.
The Runner is the central dispatch layer between storage and CDN.
When a CDN is configured and enabled (cdn_download: true /
cdn_upload: true), download URLs and upload credentials are
routed through the CDN adapter. Otherwise, they fall back to S3
presigned URLs via ExOss.Storage.
Usage with Explicit Client
client = ExOss.Client.new(
  provider: :aws,
  access_key_id: "...",
  secret_access_key: "...",
  region: "us-east-1",
  cdn: [provider: :cloudfront, endpoint: "https://cdn.example.com", ...]
)

ExOss.Runner.public_url(client, "bucket", "file.jpg")
ExOss.Runner.authorize_download_url(client, "bucket", "file.jpg", 3600, [])
ExOss.Runner.upload_credential(client, "bucket", "file.jpg", 3600)
For config-based convenience methods, use use ExOss instead.

      


      
        Summary


  
    Functions
  


    
      
        authorize_download_url(client, bucket, res_key, expires_in, opts)

      


        Generates a signed download URL.



    


    
      
        metadata(client, bucket, res_key)

      


        Retrieves metadata for a stored object.



    


    
      
        mkzip_index_content(client, items)

      


        Generates zip index content for mkzip operations.



    


    
      
        public_url(client, bucket, res_key)

      


        Generates a public (unsigned) URL using the download endpoint.



    


    
      
        run(client, task)

      


        Executes a storage task (upload, copy, delete, etc.).



    


    
      
        upload_credential(client, bucket, res_key, expires_in)

      


        Generates upload credentials for the given resource key.
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          @spec authorize_download_url(
  ExOss.Client.Client.t(),
  binary(),
  binary(),
  non_neg_integer(),
  keyword()
) ::
  binary()


      


Generates a signed download URL.
If CDN is enabled and configured, routes to the CDN adapter
(e.g., CloudFront signed URL or Qiniu CDN signed URL).
Otherwise, falls back to S3 presigned URL.
Options
	:att_name — download filename for Content-Disposition
	:query_params — additional query parameters (S3 only)
	:headers — headers to include in signature (S3 only)
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          @spec metadata(ExOss.Client.Client.t(), binary(), binary()) ::
  {:ok, %{file_size: non_neg_integer(), mime_type: binary()}}
  | {:error, :no_metadata}


      


Retrieves metadata for a stored object.

  



  
    
      
    
    
      mkzip_index_content(client, items)



        
          
        

    

  


  

      

          @spec mkzip_index_content(ExOss.Client.Client.t(), [
  %{access_address: binary(), alias_name: binary()}
]) ::
  binary()


      


Generates zip index content for mkzip operations.

  



  
    
      
    
    
      public_url(client, bucket, res_key)



        
          
        

    

  


  

      

          @spec public_url(ExOss.Client.Client.t(), binary(), binary()) :: binary()


      


Generates a public (unsigned) URL using the download endpoint.
If CDN is enabled, uses the CDN endpoint; otherwise uses the
storage endpoint.

  



  
    
      
    
    
      run(client, task)



        
          
        

    

  


  

      

          @spec run(ExOss.Client.Client.t(), ExOss.StorageTask.t()) ::
  {:ok, binary() | nil} | {:error, binary()}


      


Executes a storage task (upload, copy, delete, etc.).
See ExOss.Storage.run/2 for supported task patterns.

  



  
    
      
    
    
      upload_credential(client, bucket, res_key, expires_in)



        
          
        

    

  


  

      

          @spec upload_credential(
  ExOss.Client.Client.t(),
  binary(),
  binary(),
  non_neg_integer()
) ::
  ExOss.UploadCredential.t()


      


Generates upload credentials for the given resource key.
If CDN is enabled and configured, routes to the CDN adapter.
Otherwise, falls back to S3 presigned PUT URL.

  


        

      


  

    
ExOss 
    



      
A unified S3-compatible object storage library with multi-CDN support.
Supports AWS S3, Qiniu S3, and any S3-compatible service (MinIO, DigitalOcean Spaces,
Cloudflare R2, etc.) with optional CDN integration (CloudFront, Qiniu CDN).
Quick Start
# 1. Define a storage module
defmodule MyApp.Storage do
  use ExOss, otp_app: :my_app
end

# 2. Add configuration
config :my_app, MyApp.Storage,
  provider: :aws,
  access_key_id: "your-access-key",
  secret_access_key: "your-secret-key",
  region: "us-east-1"

# 3. Use it
MyApp.Storage.upload_credential("bucket", "path/file.jpg", 3600)
MyApp.Storage.authorize_download_url("bucket", "path/file.jpg", 3600)
Multiple Clients
Define separate modules for different storage providers:
defmodule MyApp.AWSStorage do
  use ExOss, otp_app: :my_app
end

defmodule MyApp.MinIOStorage do
  use ExOss, otp_app: :my_app
end

config :my_app, MyApp.AWSStorage, provider: :aws, access_key_id: "...", ...
config :my_app, MyApp.MinIOStorage,
  provider: :custom,
  endpoint: "http://localhost:9000",
  bucket_addressing: :path,
  access_key_id: "minioadmin",
  secret_access_key: "minioadmin"
Or build clients programmatically:
aws = ExOss.Client.new(provider: :aws, access_key_id: "...", ...)
minio = ExOss.Client.new(provider: :custom, endpoint: "...", ...)

ExOss.Runner.upload_credential(aws, "bucket", "key")
ExOss.Runner.public_url(minio, "bucket", "key")
CDN Configuration
config :my_app, MyApp.Storage,
  provider: :aws,
  access_key_id: "...",
  secret_access_key: "...",
  cdn: [
    provider: :cloudfront,
    endpoint: "https://d123456789.cloudfront.net",
    aws_key_id: "K2XXXXXXXXXXXXX",
    aws_private_key: "-----BEGIN RSA PRIVATE KEY-----\n..."
  ]
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Client builder for runtime configuration.
Use new/1 to create a client, or new/2 to merge options into an existing client.
Example
client = ExOss.Client.new(
  provider: :aws,
  access_key_id: "...",
  secret_access_key: "...",
  bucket: "my-bucket"
)

# Merge options
other = ExOss.Client.new(client, bucket: "other-bucket")
See ExOss.Client.Client for all available options.
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        new(opts)

      


        Creates a new client with the given options.



    


    
      
        new(base, overrides)

      


        Creates a new client by merging options into an existing client.
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          @type t() :: ExOss.Client.Client.t()
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          @spec new(keyword()) :: t()


      


Creates a new client with the given options.

  



  
    
      
    
    
      new(base, overrides)



        
          
        

    

  


  

      

          @spec new(
  t(),
  keyword()
) :: t()


      


Creates a new client by merging options into an existing client.
Note: provider cannot be overridden.
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Upload credential struct returned by upload_credential/3.
Fields
	Field	Type	Description

	uptoken	String.t()	nil	Qiniu CDN upload token (nil for S3/CloudFront)
	presigned_url	String.t()	nil	S3 presigned URL or CloudFront signed URL

	res_key	String.t()	Resource key (file path)
	endpoint	String.t()	Upload endpoint

S3 Upload
Use presigned_url with a PUT request:
credential = MyApp.Storage.upload_credential("bucket", "path/file.jpg", 3600)
Req.put!(credential.presigned_url, body: file_content)
Qiniu CDN Upload
Use uptoken with Qiniu's form upload API:
credential = MyApp.Storage.upload_credential("bucket", "path/file.jpg", 3600)
# POST to credential.endpoint with token and file
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          @type t() :: %ExOss.UploadCredential{
  endpoint: String.t(),
  presigned_url: String.t() | nil,
  res_key: String.t(),
  uptoken: String.t() | nil
}
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CDN configuration struct.
Fields
	Field	Type	Required	Description
	endpoint	String.t()	Yes	CDN domain URL

| provider | :cloudfront | :qiniu | Yes | CDN provider |
| module | module() | Yes | Resolved CDN adapter module |
| aws_key_id | String.t() | CloudFront | Key pair ID |
| aws_private_key | String.t() | CloudFront | RSA private key (PEM) |
Example
cdn: [
  provider: :cloudfront,
  endpoint: "https://d123456789.cloudfront.net",
  aws_key_id: "K2XXXXXXXXXXXXX",
  aws_private_key: "-----BEGIN RSA PRIVATE KEY-----\n..."
]
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          @type t() :: %ExOss.Client.CDN{
  aws_key_id: String.t() | nil,
  aws_private_key: String.t() | nil,
  endpoint: String.t(),
  module: module() | nil,
  provider: :cloudfront | :qiniu
}


      



  


        

      


  

    
ExOss.Client.Client 
    



      
Client configuration struct.
Required Fields
	Field	Type	Description

| provider | :aws | :qiniu | :custom | Storage provider |
| access_key_id | String.t() | Access key |
| secret_access_key | String.t() | Secret key |
Optional Fields
	Field	Type	Default	Description
	region	String.t()	"us-east-1"	Storage region
	endpoint	String.t()	auto	Custom endpoint URL
	bucket	String.t()	nil	Default bucket
	scheme	String.t()	"https://"	URL scheme
	port	integer()	443	Port number

| bucket_addressing | :virtual | :path | :virtual | Bucket addressing style |
| cdn_upload | boolean() | true | Use CDN for uploads |
| cdn_download | boolean() | true | Use CDN for downloads |
| cdn | CDN.t() | nil | CDN configuration |
Region Values
AWS S3: "us-east-1", "us-west-2", "eu-west-1", "ap-northeast-1", etc.
Qiniu (S3): "cn-east-1", "cn-north-1", "cn-south-1", etc.
Custom: Any S3-compatible service (MinIO, DigitalOcean Spaces, Cloudflare R2, etc.)
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          @type t() :: %ExOss.Client.Client{
  access_key_id: String.t(),
  bucket: String.t() | nil,
  bucket_addressing: :path | :virtual,
  cdn: ExOss.Client.CDN.t() | nil,
  cdn_download: boolean(),
  cdn_upload: boolean(),
  endpoint: String.t() | nil,
  port: non_neg_integer(),
  provider: :aws | :qiniu | :custom,
  region: String.t() | nil,
  scheme: String.t(),
  secret_access_key: String.t()
}


      



  


        

      


  

    
ExOss.Storage 
    



      
S3-based storage implementation for AWS S3 and S3-compatible services.
Supports three provider modes:
	:aws — Standard AWS S3 (endpoint auto-constructed as s3.{region}.amazonaws.com)
	:qiniu — Qiniu S3-compatible API (endpoint auto-constructed as s3.{region}.qiniucs.com)
	:custom — Any S3-compatible service (MinIO, DigitalOcean Spaces, Cloudflare R2, etc.)
Requires an explicit endpoint to be configured.

All storage operations go through ex_aws_s3.
File Transfer Operations
Use run/2 with an ExOss.StorageTask struct to perform uploads,
copies, deletes, and content uploads:
# Upload from local file
ExOss.Storage.run(client, %ExOss.StorageTask{
  source: {:file, "/path/to/file.jpg"},
  target: {:cloud, "bucket", "uploads/file.jpg"}
})

# Upload from remote URL
ExOss.Storage.run(client, %ExOss.StorageTask{
  source: {:remote, "https://example.com/file.jpg"},
  target: {:cloud, "bucket", "uploads/file.jpg"}
})

# Cloud-to-cloud copy
ExOss.Storage.run(client, %ExOss.StorageTask{
  source: {:cloud, "source-bucket", "file.jpg"},
  target: {:cloud, "target-bucket", "copies/file.jpg"}
})

# Delete immediately
ExOss.Storage.run(client, %ExOss.StorageTask{
  source: {:cloud, "bucket", "file.jpg"},
  target: nil
})

# Delete after N days (via lifecycle tags)
ExOss.Storage.run(client, %ExOss.StorageTask{
  source: {:cloud, "bucket", "file.jpg"},
  target: nil,
  opts: [days: 30]
})
Presigned URLs
Generate temporary, direct-access URLs without CDN:
# Download URL (presigned GET)
ExOss.Storage.authorize_download_url(client, "bucket", "file.jpg", 3600)

# Upload URL (presigned PUT)
ExOss.Storage.upload_credential(client, "bucket", "file.jpg", 3600)
When a CDN is configured on the client, use ExOss.Runner instead —
it automatically routes to the CDN adapter when cdn_download /
cdn_upload are enabled.
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        attach_endpoint(client, bucket)

      


        Resolves and sets the endpoint URL on the client based on the provider.



    


    
      
        authorize_download_url(client, bucket, res_key, expire_in, opts)

      


        Generates an S3 presigned download URL for the given resource key.



    


    
      
        metadata(client, bucket, res_key)

      


        Retrieves metadata for a stored object via a HEAD request.



    


    
      
        mkzip_index_content(items)

      


        Generates zip index content for local zip operations.



    


    
      
        run(client, task)

      


    


    
      
        upload_credential(client, bucket, res_key, expires_in)

      


        Generates an S3 presigned upload URL for the given resource key.
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      attach_endpoint(client, bucket)



        
          
        

    

  


  

      

          @spec attach_endpoint(ExOss.Client.Client.t(), binary()) :: ExOss.Client.Client.t()


      


Resolves and sets the endpoint URL on the client based on the provider.
For :aws and :qiniu, the endpoint is auto-constructed as
https://{bucket}.s3.{region}.amazonaws.com (or qiniucs.com).
For :custom, the endpoint must already be set on the client.

  



  
    
      
    
    
      authorize_download_url(client, bucket, res_key, expire_in, opts)



        
          
        

    

  


  

      

          @spec authorize_download_url(
  ExOss.Client.Client.t(),
  binary(),
  binary(),
  non_neg_integer(),
  keyword()
) ::
  binary()


      


Generates an S3 presigned download URL for the given resource key.
Options
	:query_params — additional query parameters to include in the signed URL
	:headers — headers to include in the signature
	:att_name — (not used by S3, handled by CDN adapters)

Examples
iex> ExOss.Storage.authorize_download_url(client, "bucket", "file.jpg", 3600, [])
"https://bucket.s3.us-east-1.amazonaws.com/file.jpg?X-Amz-..."

  



  
    
      
    
    
      metadata(client, bucket, res_key)



        
          
        

    

  


  

      

          @spec metadata(ExOss.Client.Client.t(), binary(), binary()) ::
  {:ok, %{file_size: non_neg_integer(), mime_type: binary()}}
  | {:error, :no_metadata}


      


Retrieves metadata for a stored object via a HEAD request.
Returns {:ok, %{file_size: integer, mime_type: string}} on success,
or {:error, :no_metadata} if the object does not exist or is not
accessible.

  



  
    
      
    
    
      mkzip_index_content(items)



        
          
        

    

  


  

      

          @spec mkzip_index_content([%{access_address: binary(), alias_name: binary()}]) ::
  binary()


      


Generates zip index content for local zip operations.
Each item must contain :access_address (the source URL) and
:alias_name (the filename inside the zip). Both are Base64
url-safe encoded into the index format expected by
ExOss.LocalZipper.zip/1.
Examples
iex> ExOss.Storage.mkzip_index_content([
...>   %{access_address: "https://s3.example.com/1.jpg", alias_name: "img1.jpg"}
...> ])
"/url/aHR0cHM6Ly9zMy5leGFtcGxlLmNvbS8xLmpwZw==/alias/aW1nMS5qcGc="

  



  
    
      
    
    
      run(client, task)



        
          
        

    

  


  


  



  
    
      
    
    
      upload_credential(client, bucket, res_key, expires_in)



        
          
        

    

  


  

      

          @spec upload_credential(
  ExOss.Client.Client.t(),
  binary(),
  binary(),
  non_neg_integer()
) ::
  ExOss.UploadCredential.t()


      


Generates an S3 presigned upload URL for the given resource key.
Returns an ExOss.UploadCredential struct with the presigned_url field
set to a PUT presigned URL. The uptoken field is nil for S3.
Examples
iex> cred = ExOss.Storage.upload_credential(client, "bucket", "file.jpg", 3600)
iex> cred.presigned_url
"https://bucket.s3.us-east-1.amazonaws.com/file.jpg?X-Amz-..."
iex> cred.uptoken
nil

  


        

      


  

    
ExOss.StorageTask 
    



      
Storage task struct for file transfer operations.
Location Types
	{:cloud, bucket, res_key} - Cloud storage
	{:remote, url} - Remote URL
	{:file, path} - Local file
	{:content, binary} - Raw content

Examples
# Upload from URL
%StorageTask{source: {:remote, url}, target: {:cloud, bucket, key}}

# Delete
%StorageTask{source: {:cloud, bucket, key}, target: nil}

# Delete after N days
%StorageTask{source: {:cloud, bucket, key}, target: nil, opts: [days: 7]}
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        object()

      


    


    
      
        t()
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      object()



        
          
        

    

  


  

      

          @type object() ::
  {:cloud, bucket :: binary(), res_key :: binary()}
  | {:remote, url :: binary()}
  | {:file, path :: binary()}
  | {:content, content :: binary()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExOss.StorageTask{
  opts: keyword(),
  policy: term(),
  source: object(),
  target: object() | nil
}


      



  


        

      


  

    
ExOss.CDN 
    



      
CDN dispatcher that routes to the appropriate CDN adapter module
based on the client's cdn.module configuration.
This module is the single entry point for all CDN operations. It
delegates to the module stored in ExOss.Client.CDN.module, which is
resolved at client construction time from the :provider atom.
Supported CDN Providers
	:cloudfront — AWS CloudFront (see ExOss.CDN.CloudFront)
	:qiniu — Qiniu CDN (see ExOss.CDN.Qiniu)

Adding a New CDN Provider
	Create a module implementing ExOss.CDN.Behaviour
	In ExOss.Client, add a mapping from your provider atom to the module
	In ExOss.Client.CDN, add the provider atom to the validation list
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        authorize_download_url(client, bucket, res_key, expires_in, opts)

      


    


    
      
        upload_credential(client, bucket, res_key, expires_in)
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      authorize_download_url(client, bucket, res_key, expires_in, opts)



        
          
        

    

  


  

      

          @spec authorize_download_url(
  ExOss.Client.Client.t(),
  binary(),
  binary(),
  non_neg_integer(),
  keyword()
) ::
  binary()


      



  



  
    
      
    
    
      upload_credential(client, bucket, res_key, expires_in)



        
          
        

    

  


  

      

          @spec upload_credential(
  ExOss.Client.Client.t(),
  binary(),
  binary(),
  non_neg_integer()
) ::
  ExOss.UploadCredential.t()


      



  


        

      


  

    
ExOss.CDN.Behaviour behaviour
    



      
Behaviour that all CDN adapters must implement.
Each CDN provider implements this behaviour to provide signed download
URLs and upload credentials. The dispatcher (ExOss.CDN) calls the
adapter module resolved from the client's cdn.module field.
Implementing a New CDN Adapter
defmodule MyApp.CDN.Aliyun do
  @behaviour ExOss.CDN.Behaviour

  @impl true
  def authorize_download_url(client, bucket, res_key, expires_in, opts) do
    # Generate a signed URL using Aliyun CDN's signing protocol
    ...
  end

  @impl true
  def upload_credential(client, bucket, res_key, expires_in) do
    %ExOss.UploadCredential{...}
  end
end
Then register the adapter in ExOss.Client (the provider-to-module mapping).
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    Callbacks
  


    
      
        authorize_download_url(client, bucket, res_key, expires_in, opts)

      


        Generates a signed download URL for the given resource key.



    


    
      
        upload_credential(client, bucket, res_key, expires_in)

      


        Generates upload credentials for the given resource key.
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      authorize_download_url(client, bucket, res_key, expires_in, opts)



        
          
        

    

  


  

      

          @callback authorize_download_url(
  client :: ExOss.Client.Client.t(),
  bucket :: binary(),
  res_key :: binary(),
  expires_in :: non_neg_integer(),
  opts :: keyword()
) :: binary()


      


Generates a signed download URL for the given resource key.

  



  
    
      
    
    
      upload_credential(client, bucket, res_key, expires_in)



        
          
        

    

  


  

      

          @callback upload_credential(
  client :: ExOss.Client.Client.t(),
  bucket :: binary(),
  res_key :: binary(),
  expires_in :: non_neg_integer()
) :: ExOss.UploadCredential.t()


      


Generates upload credentials for the given resource key.

  


        

      


  

    
ExOss.CDN.CloudFront 
    



      
CloudFront CDN adapter.
Implements ExOss.CDN.Behaviour to generate signed CloudFront URLs
for both download and upload operations.
CloudFront signed URLs use an RSA-SHA1 signature over a JSON policy
document, along with Key-Pair-Id, Expires, Signature, and
Policy query parameters.
Configuration
config :my_app, MyApp.Storage,
  cdn: [
    provider: :cloudfront,
    endpoint: "https://d123456789.cloudfront.net",
    aws_key_id: "K2XXXXXXXXXXXXX",
    aws_private_key: "-----BEGIN RSA PRIVATE KEY-----\n..."
  ]
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    Functions
  


    
      
        sign(policy, private_key)
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      sign(policy, private_key)



        
          
        

    

  


  

      

          @spec sign(binary(), binary()) :: binary()


      



  


        

      


  

    
ExOss.CDN.Qiniu 
    



      
Qiniu CDN adapter.
Implements ExOss.CDN.Behaviour to generate signed URLs for Qiniu's
CDN service. This module is entirely self-contained — it does not
depend on the qiniu hex package.
Download URL Signing
Qiniu CDN download URLs are signed with HMAC-SHA1 over the full URL
(including a e deadline parameter), producing a token query
parameter of the form {access_key}:{signature}.
Upload Credentials
Upload credentials use a Qiniu PutPolicy
encoded as URL-safe Base64 JSON, signed with HMAC-SHA1 to produce an
uptoken of the form {access_key}:{signature}:{encoded_policy}.
Configuration
config :my_app, MyApp.Storage,
  cdn: [
    provider: :qiniu,
    endpoint: "https://cdn.example.com"
  ]
Credentials (access_key_id / secret_access_key) are taken from the
client's storage credentials, not from a separate CDN key configuration.

      




  

    
ExOss.CDN.Qiniu.Auth 
    



      
Authorization helpers for Qiniu CDN.
Implements Qiniu's HMAC-SHA1 signing protocol for both upload tokens
and download URL authorization.
See Qiniu Security Documentation.
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        authorize_download_url(client, res_key, expires_in)

      


    


    
      
        generate_uptoken(client, put_policy)

      


    





      


      
        Functions


        


  
    
      
    
    
      authorize_download_url(client, res_key, expires_in)



        
          
        

    

  


  

      

          @spec authorize_download_url(ExOss.Client.Client.t(), binary(), non_neg_integer()) ::
  binary()


      



  



  
    
      
    
    
      generate_uptoken(client, put_policy)



        
          
        

    

  


  

      

          @spec generate_uptoken(ExOss.Client.Client.t(), ExOss.CDN.Qiniu.PutPolicy.t()) ::
  String.t()


      



  


        

      


  

    
ExOss.CDN.Qiniu.PutPolicy 
    



      
PutPolicy struct for uploading. And you have to specify right scope
and deadline to let uploading work.
See http://developer.qiniu.com/docs/v6/api/reference/security/put-policy.html
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    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        build(scope)

      


        A better way to build PutPolicy, which can calculate deadline for you
from expires_in(seconds) and can accpet the options. See build/2, build/3.



    


    
      
        build(scope, expires_in_or_options)

      


        build/2



    


    
      
        build(scope, expires_in, opts)

      


        build/3



    


    
      
        encoded_json(policy)

      


        Change put_policy to json string and encode it with url safe



    


    
      
        to_json(policy)

      


        Change put_policy to json string expect the nil values, whose keys are camelCase.
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      t()



        
          
        

    

  


  

      

          @type t() :: %ExOss.CDN.Qiniu.PutPolicy{
  callback_body: String.t() | nil,
  callback_body_type: String.t() | nil,
  callback_fetch_key: integer() | nil,
  callback_host: String.t() | nil,
  callback_url: String.t() | nil,
  checksum: String.t() | nil,
  deadline: integer(),
  detect_mime: integer() | nil,
  end_user: String.t() | nil,
  file_type: integer() | nil,
  force_save_key: boolean() | nil,
  fsize_limit: integer() | nil,
  fsize_min: integer() | nil,
  insert_only: integer() | nil,
  is_prefixal_scope: integer() | nil,
  mime_limit: String.t() | nil,
  persistent_notify_url: String.t() | nil,
  persistent_ops: String.t() | nil,
  persistent_pipeline: String.t() | nil,
  return_body: String.t() | nil,
  return_url: String.t() | nil,
  save_key: String.t() | nil,
  scope: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build(scope)



        
          
        

    

  


  

      

          @spec build(String.t()) :: t()


      


A better way to build PutPolicy, which can calculate deadline for you
from expires_in(seconds) and can accpet the options. See build/2, build/3.
Examples
iex> ExOss.CDN.Qiniu.PutPolicy.build("scope")
%ExOss.CDN.Qiniu.PutPolicy{scope: "scope", deadline: NOW_TIME + 3600}

  



  
    
      
    
    
      build(scope, expires_in_or_options)



        
          
        

    

  


  

      

          @spec build(String.t(), integer() | Keyword.t()) :: t()


      


build/2
Examples
iex> ExOss.CDN.Qiniu.PutPolicy.build("scope", 4000)
%ExOss.CDN.Qiniu.PutPolicy{scope: "scope", deadline: NOW_TIME + 4000}

iex> ExOss.CDN.Qiniu.PutPolicy.build("scope", insert_only: 1)
%ExOss.CDN.Qiniu.PutPolicy{scope: "scope", deadline: NOW_TIME + 3600, insert_only: 1}

  



  
    
      
    
    
      build(scope, expires_in, opts)



        
          
        

    

  


  

      

          @spec build(String.t(), integer(), Keyword.t()) :: t()


      


build/3
Examples
iex> ExOss.CDN.Qiniu.PutPolicy.build("scope", 4000, insert_only: 1)
%ExOss.CDN.Qiniu.PutPolicy{scope: "scope", deadline: NOW_TIME + 4000, insert_only: 1}

# scope and deadline in options won't be used for override
iex> ExOss.CDN.Qiniu.PutPolicy.build("scope", 4000, scope: "other_scope")
%ExOss.CDN.Qiniu.PutPolicy{scope: "scope", deadline: NOW_TIME + 4000}

  



  
    
      
    
    
      encoded_json(policy)



        
          
        

    

  


  

      

          @spec encoded_json(t()) :: String.t()


      


Change put_policy to json string and encode it with url safe
Examples
iex> policy = %ExOss.CDN.Qiniu.PutPolicy{scope: "scope"}
iex> ExOss.CDN.Qiniu.PutPolicy.encoded_json(policy)
"eyJzY29wZSI6InNjb3BlIn0="

  



  
    
      
    
    
      to_json(policy)



        
          
        

    

  


  

      

          @spec to_json(t()) :: String.t()


      


Change put_policy to json string expect the nil values, whose keys are camelCase.
Examples
iex> policy = %ExOss.CDN.Qiniu.PutPolicy{scope: "scope", deadline: 1427990400, return_body: "body"}
iex> ExOss.CDN.Qiniu.PutPolicy.to_json(policy)
~s({"deadline":1427990400,"returnBody":"body","scope":"scope"})

  


        

      


  

    
ExOss.LocalZipper 
    



      
Local zip generation for S3-compatible storage services that lack
cloud-side zip capabilities.
This module downloads multiple files referenced by a zip index (produced
by ExOss.Storage.mkzip_index_content/1), zips them in memory using
:zip.zip/3, and returns the binary content. The resulting zip can then
be uploaded to the storage backend via a ExOss.StorageTask.
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        download_result()

      


    


    
      
        zip_entry()

      


    


    
      
        zip_list_result()
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        zip(index_path)

      


        Downloads all files referenced in the index and returns the zip binary.
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          @type download_result() :: {:ok, binary()} | :error
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          @type zip_entry() :: {charlist(), binary()}


      



  



  
    
      
    
    
      zip_list_result()



        
          
        

    

  


  

      

          @type zip_list_result() :: {:ok, [zip_entry()]} | :error
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      zip(index_path)



        
          
        

    

  


  

      

          @spec zip(binary()) :: {:ok, binary()} | {:error, :gen_file_error}


      


Downloads all files referenced in the index and returns the zip binary.
The index_path is the raw text returned by ExOss.Storage.mkzip_index_content/1.
Each line encodes a URL and an alias name, both Base64 url-safe encoded:
/url/{base64(url)}/alias/{base64(alias_name)}
Examples
index = ExOss.Storage.mkzip_index_content([
  %{access_address: "https://s3.example.com/img1.jpg", alias_name: "img1.jpg"}
])

{:ok, zip_binary} = ExOss.LocalZipper.zip(index)
Returns {:ok, binary} on success, or {:error, :gen_file_error} on failure.

  


        

      


  

    
ExOss.Utils 
    



      
Internal utility functions for URL construction, deadline computation,
and JSON codec resolution.
JSON Codec
The JSON codec is resolved at compile time via application config:
config :ex_oss, :json_codec, Jason
Defaults to the JSON module if not configured.
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        camelize(string)

      


        Converts a snake_case atom or string to lowerCamelCase.



    


    
      
        deadline_unix(begin_time \\ DateTime.utc_now(), expires_in)

      


        Computes a Unix deadline timestamp from a starting time plus an offset in seconds.



    


    
      
        json_codec()

      


        Returns the configured JSON codec module.



    


    
      
        public_url(client, bucket, res_key)

      


        Builds a public (unsigned) URL from client, bucket, and resource key.
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      camelize(string)



        
          
        

    

  


  

      

          @spec camelize(atom() | String.t()) :: String.t()


      


Converts a snake_case atom or string to lowerCamelCase.
Examples
iex> ExOss.Utils.camelize(:force_save_key)
"forceSaveKey"

iex> ExOss.Utils.camelize("persistent_ops")
"persistentOps"

  



    

  
    
      
    
    
      deadline_unix(begin_time \\ DateTime.utc_now(), expires_in)



        
          
        

    

  


  

      

          @spec deadline_unix(DateTime.t(), non_neg_integer()) :: integer()


      


Computes a Unix deadline timestamp from a starting time plus an offset in seconds.
Examples
iex> ExOss.Utils.deadline_unix(~U[2024-01-01 00:00:00Z], 3600)
1704067600
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          @spec json_codec() :: module()


      


Returns the configured JSON codec module.

  



  
    
      
    
    
      public_url(client, bucket, res_key)



        
          
        

    

  


  

      

          @spec public_url(ExOss.Client.Client.t(), binary(), binary()) :: binary()


      


Builds a public (unsigned) URL from client, bucket, and resource key.
Handles both virtual-hosted style and path style addressing:
Examples
iex> client = %ExOss.Client.Client{endpoint: "https://bucket.s3.us-east-1.amazonaws.com", bucket_addressing: :virtual}
iex> ExOss.Utils.public_url(client, "bucket", "folder/file.txt")
"https://bucket.s3.us-east-1.amazonaws.com/folder/file.txt"

iex> client = %ExOss.Client.Client{endpoint: "https://minio.example.com:9000", bucket_addressing: :path}
iex> ExOss.Utils.public_url(client, "bucket", "folder/file.txt")
"https://minio.example.com:9000/bucket/folder/file.txt"
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